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Security

You communicate with our computer, systems and websites, by using your computer's web browser. For an optimal experience and to ensure safe and secure use of our website, your web browser will need to be updated periodically. iQ recommends using the most up-to-date version of your web browser.

iQ provides secure financial services through a protocol known as the Secure Sockets Layer (SSL). SSL prevents other computers along the route from eavesdropping by encrypting all data transmitted between our site and your computer. The sending end encrypts or encodes the data with one key before it is transmitted. The receiving end decrypts or decodes the data with another key.

The Secure Sockets Layer ensures that the data transmitted between your computer and our site has not been tampered with. Our site requires you to use a browser that supports SSL and cookies.

Account and Card Fraud Monitoring and Detection

iQ employs leading technology in fraud monitoring and detection. These strategies play a critical role in enabling iQ to protect your assets by allowing us to identify threats before they become issues and take preventive measures to protect your accounts and cards from loss. Fraud prevention is a joint effort between the credit union and its membership. We ask that you notify your local branch or the Member Solutions Center if you plan to travel or will have out-of-the-ordinary expenditures. In addition, please advise us of any changes to your home, mobile or office phone numbers to allow for quick contact.

Current threats

Minimizing the risk of current threats is a cooperative effort between iQ and our members. Be cautious and aware of the current threats that could affect you: malware, phishing, smishing and vishing!

iQ will not ask for personal information such as online credentials, account numbers or card numbers through email, voice or text messaging.

E-mail Fraud (Phishing): Phishing e-mails will often provide a website link that will direct you to a fake website. Don't be fooled! When you sign in to iQcu's Online Banking, the security image and phrase you chose will appear to verify that you are on our official site.

Malware: Malware includes all types of unwanted software such as computer viruses, worms, Trojan horses, spyware and adware that can create a pathway for criminals to gain personal information.

Text Messaging Fraud (Smishing): Smishing uses mobile phone text messages to trick you into divulging your personal information. Often these messages will give the appearance that immediate attention is needed.

Voice Messaging Fraud (Vishing): Vishing is facilitated by Voice Over Internet Phone (VoIP) to gain access to your private personal and financial information.

Changes

We reserve the right to change this statement, and you agree it is your responsibility to check this statement periodically for any changes.

 

Effective Date: September 18, 2023
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© 2024 iQ Credit Union

If you use links provided on this iQ Credit Union website to third-party Internet sites and services, you acknowledge that you are leaving iQ Credit Union's website and are going to a website that is not operated by the credit union. iQ Credit Union is not responsible for the content or availability of linked sites. iQ Credit Union does not represent either the third party or the member if you enter into a transaction; and privacy and security policies may differ from those practiced by the credit union.
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